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ABSTRACT 

Financial Institutions operate in an environment characterised by interconnected credit, 

operational, technology, liquidity, market, cyber, regulatory and third-party risks. While effective 

controls and risk mitigation remain fundamental to sound risk management, not every material 

exposure can be completely prevented or reduced to an acceptable level through internal measures 

alone. Risk managers must therefore determine how much risk the institution can retain, what 

portion should be mitigated and what portion should be transferred. 

This paper examines practical risk transfer solutions for strengthening business resilience across 

banks, microfinance banks, finance companies, fintechs, payment service providers and other 

financial institutions. It presents risk transfer as a broader discipline than insurance and considers 

the application of guarantees, collateral, insurance, indemnities, performance bonds, risk 

participation, syndication, outsourcing arrangements and hedging as mechanisms for managing 

financial and operational exposure. The paper develops a practical Risk Transfer and Resilience 

Framework comprising risk identification, exposure quantification, risk appetite assessment, 

retention capacity determination, mitigation, transfer selection, counterparty assessment, 

contractual structuring, implementation, stress testing, monitoring and recovery. It further 

examines residual risk, counterparty risk, coverage gaps, claims risk and the governance 

requirements necessary to ensure that transferred risks remain effectively managed. 

The central proposition of the paper is that risk transfer should not be viewed as a replacement for 

risk mitigation or as a mechanism for eliminating risk. Rather, it should be used deliberately to 

manage residual exposures that the institution cannot efficiently or economically retain. Properly 

structured risk transfer can therefore create additional risk capacity, strengthen resilience and 

enable institutions to pursue strategic initiatives without taking disproportionate downside 

exposure. 

 

Keywords: Risk transfer, risk mitigation, business resilience, risk capacity, financial institutions, 

credit risk, insurance, guarantees, operational risk, third-party risk. 

 

INTRODUCTION 

Risk-taking is fundamental to financial intermediation. Banks lend, payment institutions process 

transactions, fintechs deploy technology, investment institutions assume market exposures and 

financial institutions generally accept uncertainty in pursuit of commercial objectives. 

The challenge for risk managers is therefore not to eliminate risk. The challenge is to ensure that 

the risks taken are understood, priced, controlled, allocated and retained within the institution's 

capacity to absorb adverse outcomes. A financially attractive transaction can become a threat to 

institutional survival when the resulting exposure exceeds available capital, liquidity, operational 

capability or recovery capacity. 
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This creates an important risk-management question: 

How much risk can the institution safely take, and what mechanisms can be used to increase its 

capacity to absorb or share that risk? 

Risk transfer becomes relevant at this point. 

Rather than treating risk transfer as an insurance or procurement exercise, risk managers should 

view it as part of the institution's overall risk architecture. The objective is to determine which 

exposures should be retained, reduced, avoided or transferred and to ensure that the resulting 

residual risk remains within approved risk appetite. 

Before recommending any transfer arrangement, the risk function should establish: 

1. The nature of the exposure. 

2. The maximum foreseeable loss. 

3. The institution's retention capacity. 

4. Existing mitigation measures. 

5. The portion that can realistically be transferred. 

6. The cost of transferring that exposure. 

7. The reliability of the transfer counterparty. 

8. The residual exposure after transfer. 

9. The recovery mechanism if the risk crystallises. 

10. The impact of the risk on business continuity and strategic objectives. 
 

This changes the conversation from “Do we have insurance?” to “Do we have sufficient risk 

capacity?” 

UNDERSTANDING RISK TRANSFER 

Risk transfer is the deliberate allocation of an agreed portion of the financial, contractual or 

economic consequences of a risk to another party. 

The underlying risk does not necessarily disappear; what changes is who bears the agreed 

consequences if the risk materialises. 

For risk managers, this distinction is critical because a transfer arrangement should never be 

assessed solely by whether an agreement has been signed or a policy has been purchased. 

The relevant question is: 

If the risk materialises, how much of the loss will actually be absorbed by the other party, under 

what conditions, and how quickly can the institution access the protection? 

Practical solution 

Every material risk-transfer arrangement should clearly establish: 

• The risk being transferred. 

• The amount being transferred. 

• The portion retained. 

• The trigger for transfer. 

• Conditions that must be satisfied. 

• Exclusions and limitations. 

• The identity and capacity of the counterparty. 
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• The recovery processes. 

• Expected recovery timing. 

• The residual risk. 

RISK TRANSFER VERSUS RISK MITIGATION 

Risk mitigation and risk transfer are complementary but fundamentally different. 

Risk mitigation reduces the likelihood and/or impact of a risk while Risk transfer reallocates an 

agreed portion of the consequences of that risk to another party. 

Mitigation therefore addresses the exposure itself, while transfer primarily addresses who bears 

the consequences when the exposure crystallises. 

This distinction has important practical implications. If an institution has a weak control 

environment and simply purchases protection, it has not solved the underlying risk problem. 

Similarly, if an institution attempts to mitigate every possible exposure internally, it may incur 

disproportionate costs or consume resources that could be deployed more efficiently elsewhere. 

The risk-management process should follow a clear sequence: Identify → Mitigate → Retain → 

Transfer → Monitor Residual Risk. First, identify and assess the exposure; next, apply controls to 

reduce its likelihood or impact. Determine the portion that can be retained within approved risk 

appetite and capacity, transfer any excess through a suitable mechanism, and continuously monitor 

the residual exposure, transfer terms and counterparty strength. This sequence ensures that transfer 

complements, rather than replaces, effective risk management. 

For every material risk, the risk manager should complete a Mitigation–Transfer Assessment: 

 

Assessment 

 

        Key question 

Inherent risk         What is the exposure before controls? 

Mitigation         How much can controls realistically reduce? 

Retention         How much can the institution absorb? 

Transfer         How much can another party reasonably assume? 

Residual risk         What remains after mitigation and transfer? 

Capacity          Is the residual exposure within risk appetite? 

This prevents risk transfer from becoming an excuse for weak controls. 

 

 RISK CAPACITY: THE LINK BETWEEN RISK TRANSFER AND STRATEGY 

The theme, Creating Risk Capacity for Strategic Initiatives, is addressed by showing how 

institutions can quantify potential downside, apply appropriate mitigation, retain exposures within 

approved limits and transfer the portion that exceeds their capacity. This approach enables 

organisations to pursue lending growth, digital transformation, new products, technology 

investments, market expansion and other strategic initiatives without assuming disproportionate 

financial or operational exposure. 

The most important strategic application of risk transfer is the creation of risk capacity. Risk 

capacity refers to the amount of risk an institution is financially, operationally and strategically 
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capable of absorbing without threatening its viability or strategic objectives. Risk appetite defines 

the level and type of risk the institution is willing to accept. Risk capacity establishes the outer 

boundary of what it can withstand. The difference is important. An institution may have the 

appetite to pursue a strategic opportunity but lack sufficient capacity to absorb the potential 

downside. Risk transfer can help close this gap. 
 

Strategic initiatives that may require additional risk capacity include: 

• Lending and credit portfolio growth: create capacity through stronger underwriting, 

collateral, guarantees, credit insurance, syndication, participation and portfolio 

diversification. 

• Digital transformation and technology investment: support cloud migration, 

automation, artificial intelligence, digital channels and core-system upgrades through 

cyber insurance, vendor indemnities, performance guarantees, service-level protections 

and technology recovery arrangements. 

• New products and service innovation: assess product, conduct, operational, legal and 

customer risks, then combine controls, contractual allocation, insurance and defined 

retention limits to keep the launch within capacity. 

• Geographic and market expansion: address country, regulatory, currency, security, 

operational and partner risks through hedging, political-risk protection, local insurance, 

contractual safeguards, diversified counterparties and contingency plans. 

• Major investments, acquisitions and strategic partnerships: use due diligence, 

warranties, indemnities, escrow arrangements, representations-and-warranties insurance, 

guarantees and appropriate deal structures to limit downside exposure. 

• Third-party and outsourcing arrangements: preserve operating capacity through due 

diligence, service levels, indemnities, insurance requirements, business-continuity 

obligations, alternative providers and enforceable exit arrangements. 

• Capital-intensive infrastructure and property projects: protect delivery and financial 

capacity through performance bonds, construction and property insurance, contractor 

guarantees, contingency funding and phased exposure limits. 

• Liquidity, funding and treasury initiatives: manage interest-rate, foreign-exchange, 

counterparty and liquidity exposures through hedging, diversified funding, collateral 

arrangements, committed facilities and counterparty limits. 

For each strategic initiative, management should establish the expected return, maximum 

foreseeable downside, existing mitigation, proposed transfer structure, retained exposure, 

recovery period and contingency arrangements. The initiative should proceed only where the 

resulting residual exposure remains within approved capital, liquidity, earnings, operational and 

recovery capacity. Before approving a major strategic initiative, management should quantify the 

exposure, apply mitigation and risk-transfer measures, and identify the residual exposure for 

comparison with the institution’s available capacity. 
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The residual exposure should then be compared with: 

• Capital capacity. 

• Liquidity capacity. 

• Earnings capacity. 

• Operational capacity. 

• Legal capacity. 

• Recovery capacity. 

• Board-approved risk appetite. 

This enables risk management to become a business enabler rather than merely a control function. 

RISK TRANSFER DECISION 

Risk managers should not begin by asking, “What protection can we buy?” The appropriate 

starting point is, “What exposure are we unable or unwilling to retain?” First, identify the risk, its 

causes and the objectives it may affect. Next, quantify the potential financial, operational, 

regulatory and reputational consequences and compare the exposure with the organisation’s risk 

appetite and capacity. Apply appropriate mitigation, determine the portion of residual exposure 

that can be retained and select a suitable mechanism for transferring the excess. Before 

implementation, validate the counterparty and the relevant contract, policy, guarantee or other 

protection mechanism, including its limits, exclusions, conditions and claims requirements. 

Thereafter, monitor both the transferred and retained exposures to confirm that the arrangement 

remains adequate as the organisation’s risk profile and strategic objectives change. 

 No material risk-transfer arrangement should proceed without a documented Risk Transfer 

Assessment that clearly demonstrates the exposure being transferred, the portion being retained, 

the adequacy of the proposed protection, the associated costs and limitations, and the residual risk 

remaining after transfer. The assessment should be reviewed and approved through the 

institution’s established risk governance process. 
 

 PRACTICAL RISK TRANSFER SOLUTIONS 

 Insurance 

Insurance transfers specified financial consequences to an insurer subject to policy terms. 

The risk manager's responsibility is not merely to confirm that a policy exists. The responsibility 

is to establish whether the policy actually responds to the institution's material exposure. 

Risk-management solution 

Conduct an annual Insurance Coverage Gap Assessment covering: 

• Gross exposure. 

• Maximum foreseeable loss. 

• Policy limit. 

• Deductible. 

• Sublimits. 

• Exclusions. 

• Conditions. 

• Waiting periods. 
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• Claims process. 

• Recovery period. 

• Uninsured exposure. 

The assessment should clearly show the total exposure, the insured exposure, the retained 

exposure, and the resulting coverage gap. 
 

 Credit Guarantees 

Guarantees can transfer an agreed portion of credit-loss exposure to a guarantor. The effectiveness 

of a guarantee depends on the financial strength of the guarantor, legal enforceability, guarantee 

wording and the conditions for making a claim. 
 

The risk function should independently assess: 

• Guarantor strength. 

• Guarantee amount. 

• Validity. 

• Expiry. 

• Claim conditions. 

• Irrevocability where applicable. 

• Legal enforceability. 

• Concentration. 

• Recovery timing. 

A guarantee should not be recognised as meaningful risk protection until its enforceability and 

recoverability have been established. 
 

Collateral 

Collateral provides an alternative source of recovery when a credit exposure defaults; however, 

its existence does not necessarily guarantee recoverability. Risk managers should therefore assess 

the collateral’s market value, apply an appropriate haircut, determine its forced-sale value, 

consider enforcement costs, and establish the net recoverable value. Collateral should also be 

periodically revalued and legally perfected, while ownership, documentation, and enforceability 

are continuously monitored. 
 

Risk Participation and Syndication 

Risk participation and syndication allow institutions to distribute large exposures across multiple 

participants. 

This can reduce concentration and create additional capacity for strategic transactions. 

Every arrangement should clearly establish: 

• Participating institutions. 

• Exposure allocation. 

• Security sharing. 

• Voting rights. 

• Default procedures. 

• Recovery allocation. 
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• Information rights. 

• Exit provisions. 

• Concentration limits. 

Risk sharing should reduce concentration without creating unmanaged coordination risk. 
 

Contractual Risk Transfer 

Contracts can allocate defined responsibilities and liabilities among parties. 

However, contractual transfer is only meaningful where obligations are clear, enforceable and 

supported by a counterparty capable of performing them. 

Material contracts should undergo a joint review by the Business, Risk, Legal, Procurement, and 

Finance/Operations functions to ensure that commercial, risk, legal, procurement, and operational 

considerations are adequately addressed before approval and execution 

The review should specifically examine: 

• Liability allocation. 

• Indemnities. 

• Service obligations. 

• Performance standards. 

• Insurance requirements. 

• Compensation provisions. 

• Business continuity. 

• Data protection. 

• Incident notification. 

• Audit rights. 

• Termination rights. 

• Exit arrangements. 
 

Outsourcing and Third-Party Risk Transfer 

Outsourcing can allocate operational responsibilities to external service providers, but it does not 

automatically transfer institutional accountability. The institution remains exposed to dependency, 

concentration, service disruption, regulatory, and reputational risks. Therefore, every material 

outsourcing arrangement should be supported by appropriate due diligence, risk assessment, 

clearly defined service level agreements, adequate insurance or indemnity provisions, continuous 

monitoring, contingency arrangements, and a viable exit strategy. The key question for the risk 

manager should be: “If this provider fails tomorrow, can the institution continue operating?” 

If the answer is no, the institution has created dependency risk rather than resilience. 
 

Hedging 

Hedging can reduce defined financial-market exposures. 

However, the hedge itself can create counterparty, liquidity, basis and valuation risks. 

Every material hedge should have: 

• Clearly defined exposure. 

• Approved hedge strategy. 
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• Appropriate hedge ratio. 

• Counterparty limits. 

• Independent valuation. 

• Stress testing. 

• Liquidity assessment. 

• Ongoing effectiveness monitoring. 

The objective is not simply to enter into a hedge but to demonstrate that the hedge actually reduces 

the intended exposure. 

 

RESIDUAL RISK: WHAT REMAINS AFTER TRANSFER? 

One of the most important responsibilities of a risk manager is to identify what remains after a 

transfer arrangement has been implemented. 

Transferred exposure is not necessarily fully protected exposure. 

 

Residual risk may arise from: 

• Policy exclusions. 

• Deductibles. 

• Coverage limits. 

• Contractual conditions. 

• Counterparty failure. 

• Legal disputes. 

• Delayed recovery. 

• Valuation changes. 

• Basis risk. 

• Operational disruption. 

• Reputational consequences. 

Every risk-transfer proposal should include a Residual Risk Statement: 

• Gross Exposure: ₦X 

• Mitigated Exposure: ₦X 

• Transferred Exposure: ₦X 

• Retained Exposure: ₦X 

• Unquantified/Residual Exposure: ₦X 

Management should then determine whether the remaining exposure is within approved risk 

appetite. 

 

COUNTERPARTY RISK: WHO IS TAKING THE RISK? 

Risk transfer creates another risk: counterparty risk. 

An institution may successfully transfer an exposure on paper but remain vulnerable if the 

counterparty lacks the financial or operational capacity to perform when required. 
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This applies to insurers, guarantors, financial institutions, vendors, hedge counterparties and other 

transfer providers. 

The risk function should establish a Risk Transfer Counterparty Assessment covering: 

1. Financial strength. 

2. Liquidity. 

3. Capital adequacy. 

4. Creditworthiness. 

5. Regulatory standing. 

6. Claims-paying capacity. 

7. Operational resilience. 

8. Concentration exposure. 

9. Historical performance. 

10. Business continuity capability. 

Material counterparties should also be subject to ongoing monitoring rather than one-time due 

diligence. 

 

RISK TRANSFER AND BUSINESS RESILIENCE 

Business resilience is the institution’s ability to protect critical services, customers, people, 

revenue, liquidity, regulatory obligations and stakeholder confidence during disruption, and to 

restore normal operations within acceptable timeframes. Risk transfer supports this capability by 

financing eligible residual losses, but it cannot replace prevention, preparedness, incident 

response, continuity arrangements or recovery planning. A resilient institution therefore 

anticipates disruption, detects emerging threats, responds decisively, maintains priority 

operations, activates appropriate protection, recovers and applies lessons to strengthen future 

preparedness. 

Risk transfer should therefore be connected to: 

• Business continuity. 

• Crisis management. 

• Liquidity management. 

• Capital management. 

• Incident response. 

• Recovery planning. 

• Stakeholder communication. 

For every material risk-transfer arrangement, the institution should conduct a stress or scenario 

test. The test should answer: If the risk crystallises tomorrow, who acts first, what resources are 

required, who invokes the protection, how quickly can funds or services be recovered, and how 

does the institution continue operating while recovery is pending? 

 

This transforms risk transfer from a documentation exercise into a resilience capability. 
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THE RISK TRANSFER REGISTER 

Every material risk-transfer arrangement should be captured in a central register. 

Area Required information 

Risk What risk is being transferred? 

Exposure What is the maximum potential loss? 

Mitigation What controls already exist? 

Transfer What portion is transferred? 

Counterparty Who assumes the exposure? 

Limit What is the maximum protection? 

Retention What remains with the institution? 

Trigger What activates protection? 

Exclusions What is not protected? 

Expiry When does protection end? 

Recovery How is recovery obtained? 

Recovery time How quickly can recovery occur? 

Owner Who is responsible? 

Residual risk What remains? 

Contingency What happens if transfer fails? 

Monitoring How often is it reviewed? 

The register should be integrated into the institution's enterprise risk reporting rather than 

maintained separately by teams. 

 

GOVERNANCE: WHO SHOULD OWN RISK TRANSFER? 

• Board : Provides oversight, approves risk appetite and oversees material exposures. 

• Executive Management: Ensures appropriate resources, implementation and 

accountability. 

• Risk Function: Assesses exposure, transfer options, residual risk, counterparty risk and 

effectiveness. 

• Finance/Treasury: Assesses financial impact, liquidity implications and funding 

requirements. 

• Legal: Confirms contractual enforceability and liability allocation. 

• Procurement: Supports transparent provider selection and third-party due diligence. 

• Business Owners: Remain accountable for the underlying risk and operational 

performance. 

• Internal Audit: Provides independent assurance over governance and effectiveness. 

No single function should independently decide, purchase, approve and monitor a material risk-

transfer arrangement. Segregation of duties and independent challenge should be maintained. 
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MEASURING WHETHER RISK TRANSFER IS WORKING 

Risk transfer should be measured as a risk-management outcome, rather than simply by the 

amount spent on insurance premiums, guarantees, contracts, or other protection arrangements. 

The objective is to determine whether the transfer arrangement actually reduces the institution’s 

exposure to an acceptable level, provides reliable financial recovery when a loss occurs, and 

protects the organisation’s capacity to pursue its strategic objectives. Risk managers should 

therefore establish measurable indicators that assess the adequacy, effectiveness, cost, reliability, 

and sustainability of risk-transfer arrangements. 

Coverage Adequacy should be assessed by comparing the available protection with the maximum 

foreseeable loss.  

This can be expressed as Available Protection ÷ Maximum Foreseeable Loss.  
 

A low coverage ratio may indicate that the organisation remains significantly exposed despite 

having a transfer arrangement in place. However, a high coverage ratio should not automatically 

be interpreted as adequate protection, because policy limits, exclusions, deductibles, waiting 

periods, conditions, and other restrictions may reduce the amount that can actually be recovered. 
 

Retention Ratio measures the proportion of the gross exposure that remains with the institution 

after risk transfer and can be expressed as Retained Exposure ÷ Gross Exposure. This indicator 

helps management determine whether the retained portion remains within the organisation’s 

approved risk appetite and risk capacity. A high retention ratio may be appropriate where the 

organisation has sufficient financial capacity to absorb losses, but it may require additional 

mitigation or transfer where the exposure could threaten financial stability or strategic objectives. 

 

Recovery Rate measures the effectiveness of the transfer arrangement after a loss has occurred 

and can be calculated as Amount Recovered ÷ Eligible Loss. This indicator is particularly 

important because having insurance, a guarantee, or another contractual protection does not 

necessarily mean that the institution will recover the expected amount. A low recovery rate may 

indicate inadequate coverage, exclusions, documentation weaknesses, disputes, poor claims 

management, or counterparty limitations. 

 

Claims Settlement Time should also be monitored by measuring the time from valid claim 

notification to recovery. The effectiveness of risk transfer depends not only on the amount 

ultimately recovered but also on how quickly the funds become available. Delayed recovery can 

create liquidity pressure, disrupt operations, and weaken the institution’s ability to respond to a 

loss. Risk managers should therefore establish expected settlement timelines and escalate material 

delays. 

 

Coverage Gap should be monitored by comparing the maximum exposure with the available 

protection. The resulting gap represents the portion of potential loss that may remain unprotected 

and should be assessed against the institution’s capacity to absorb the exposure. Where the 

coverage gap is material, management should consider additional mitigation, increased protection, 

diversification, higher retention capacity, or other risk-financing solutions. 
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Counterparty Concentration should be assessed to determine whether excessive reliance is being 

placed on a single insurer, guarantor, financial institution, or other risk-transfer provider. This can 

be measured as Exposure to the Largest Transfer Counterparty ÷ Total Transferred Exposure. 

Concentration may create a secondary risk where the institution experiences a major loss at the 

same time that the counterparty is unable or unwilling to honour its obligation. Risk managers 

should therefore consider counterparty credit quality, financial strength, concentration limits, and 

diversification. 

 

Expired Protection should also be monitored by tracking the value of material protection that has 

expired or is approaching expiry without confirmed renewal. Expired policies, guarantees, 

contracts, or hedging arrangements can create an unintended and potentially significant coverage 

gap. Renewal dates, notice periods, outstanding documentation, and approval requirements should 

therefore be tracked through a formal risk-transfer register with clear ownership and escalation. 

 

In addition to these indicators, risk managers should consider cost-effectiveness, frequency of 

claims, number of material coverage exceptions, percentage of critical risks covered, counterparty 

performance, and percentage of risk-transfer arrangements reviewed on schedule. These measures 

provide a more complete view of whether risk transfer is delivering value rather than simply 

increasing the organisation’s expenditure. 

 

The results should be incorporated into periodic risk reporting to Executive Management and, 

where the exposures are material, to the Board or relevant Board committee. Reporting should 

clearly distinguish between the gross exposure, mitigated exposure, transferred exposure, retained 

exposure, coverage gap, and residual risk. This enables management to determine whether the 

organisation is genuinely creating risk capacity or merely purchasing protection without 

adequately reducing its vulnerability. 

 

Ultimately, the effectiveness of risk transfer should be judged by one central question: Does the 

arrangement enable the institution to absorb and recover from a significant loss without 

compromising its financial strength, critical operations, regulatory obligations, or strategic 

objectives? If the answer is no, the risk-transfer arrangement should be reviewed regardless of 

how much has already been spent on it 

 

COMMON FAILURE POINTS AND PRACTICAL SOLUTIONS 

Failure point Risk-management solution 

Transfer arranged without quantifying 

exposure 
Quantify gross and stress exposure first 

Overreliance on insurance Combine transfer with effective mitigation 

Inadequate policy limits Perform coverage-gap analysis 
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Failure point Risk-management solution 

Weak counterparty Establish counterparty assessment and limits 

Ambiguous contracts Conduct legal and risk review 

Poor claims documentation Establish claims procedures before an event 

Expired protection Maintain central renewal monitoring 

Excessive concentration Diversify transfer providers 

Delayed recovery Establish recovery timelines and escalation 

No contingency if transfer fails Maintain liquidity and operational contingency 

Transfer treated as procurement 
Make risk ownership and risk-function oversight 

explicit 

No stress testing Conduct severe-but-plausible scenario testing 

 

PRACTICAL CASE STUDY: CREATING CREDIT CAPACITY 

Consider a financial institution with a ₦2 billion SME lending portfolio. The risk function 

estimates that under severe conditions the portfolio could generate a loss of ₦600 million. 

Management determines that the institution can retain ₦200 million without breaching its risk 

capacity. The risk-management challenge is therefore: 

How can the institution manage the remaining ₦400 million exposure without abandoning the 

strategic lending opportunity? The answer is not simply to reject the portfolio. 

The institution could develop a layered structure involving: 

• Stronger underwriting and monitoring. 

• Appropriate collateral. 

• Credit guarantees. 

• Credit insurance or risk participation. 

• Portfolio diversification. 

• Defined retained exposure. 

 

The risk manager must then validate whether the proposed structure actually reduces the 

institution's net exposure to within its approved capacity. 

 

PRACTICAL CASE STUDY: CYBER RESILIENCE 

A fintech may face financial losses from a major cyber incident through direct loss, investigation, 

system restoration, business interruption, legal costs and customer-related consequences. 

The appropriate response cannot be insurance alone. 

A resilient structure should operate through multiple layers: 

Layer 1 – Prevention Strengthen cybersecurity controls. 

Layer 2 – Detection Identify abnormal activity quickly. 

Layer 3 – Response Activate incident management. 

Layer 4 – Continuity Maintain critical services. 
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Layer 5 – Risk Transfer Recover eligible financial losses through appropriate protection. 

Layer 6 – Recovery Restore technology, operations and stakeholder confidence. 

The institution should be able to continue operating even before transferred funds are received. 

 

RISK TRANSFER MATURITY MODEL 

 

Maturity 

Level 
Description Characteristics Practical Solution 

Level 1 – 

Reactive 

Risk transfer is 

arranged mainly after 

incidents occur or in 

response to 

immediate business 

requirements. 

Decisions are often driven by 

events, urgency, or emerging 

losses rather than proactive 

risk assessment. 

Establish a formal risk-

transfer process with defined 

responsibilities, approval 

requirements, documentation, 

and monitoring. 

Level 2 – 

Compliant 

Required risk-

transfer protection 

exists but is primarily 

viewed as a 

compliance or 

mandatory 

requirement. 

The institution has policies or 

protection arrangements, but 

these may not be clearly 

linked to its overall risk 

profile or strategic objectives. 

Link risk transfer to the 

enterprise risk assessment so 

that protection is based on 

actual exposures, risk appetite, 

and risk capacity. 

Level 3 – 

Integrated 

Risk transfer is 

incorporated into the 

broader enterprise 

risk-management 

framework. 

Risk-transfer decisions are 

connected to risk appetite, 

capital, liquidity, business 

continuity, operational 

resilience, and overall 

enterprise risk management. 

Introduce integrated exposure 

and residual-risk reporting 

showing gross exposure, 

mitigation, transferred 

exposure, retained exposure, 

coverage gaps, and residual 

risk. 

Level 4 – 

Strategic 

Risk transfer is 

deliberately used as a 

tool for creating and 

protecting capacity 

for strategic 

initiatives. 

Management considers risk-

transfer solutions when 

making strategic investments, 

developing products, 

allocating capital, entering 

major transactions, and 

pursuing growth 

opportunities. 

Integrate risk transfer into 

strategic planning, product 

development, capital 

allocation, and major 

transaction approval to enable 

informed risk-taking while 

protecting organisational 

resilience. 
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TEN QUESTIONS EVERY RISK MANAGER SHOULD ASK 

Before approving any material risk-transfer arrangement, ask: 

1. What exactly are we transferring? 

2. What is the maximum foreseeable exposure? 

3. How much can we retain? 

4. How much is actually being transferred? 

5. Who is assuming the risk? 

6. Can that counterparty perform when required? 

7. What conditions, exclusions and limitations apply? 

8. How quickly can recovery occur? 

9. What remains if the transfer fails? 

10. Does the arrangement create additional risk or genuinely increase our risk capacity? 

 

THE RISK MANAGER'S PRACTICAL TOOLKIT 

Every risk manager should be able to produce the following: 

1. Risk Transfer Assessment Shows why transfer is required. 

2. Exposure Quantification Shows the potential loss. 

3. Coverage-Gap Analysis Shows what is protected and what is not. 

4. Counterparty Assessment Shows whether the transfer provider can perform. 

5. Contract/Policy Review Shows the enforceability and limitations of protection. 

6. Residual Risk Assessment Shows what remains after transfer. 

7. Stress Test Shows how the arrangement performs under severe conditions. 

8. Risk Transfer Register Shows all material arrangements and their status. 

9. Recovery Playbook Shows who acts, when and how recovery is initiated. 

10. Management Dashboard Shows coverage adequacy, concentration, expiry, recovery and 

residual exposure. These tools turn risk transfer from a conceptual discipline into a repeatable 

management process. 
 

 RISK TRANSFER AS A STRATEGIC ENABLER 

The risk function creates greater value when it helps management determine how opportunities 

can be pursued safely and sustainably, rather than focusing only on preventing excessive risk-

taking. Lending growth, digital transformation, technology investment, geographic expansion, 

new products and third-party relationships may all increase exposure. The risk manager’s task is 

therefore to design a combination of mitigation, retention and transfer that keeps the resulting 

exposure within the institution’s capacity while preserving the strategic opportunity. 
 

THE INTEGRATED RISK TRANSFER AND RESILIENCE FRAMEWORK 

The Integrated Risk Transfer and Resilience Framework provides a structured approach for 

managing risk from initial identification through mitigation, risk transfer, recovery, and 

continuous improvement. The framework ensures that risk transfer is not treated as a standalone 

activity but as part of the organisation’s broader enterprise risk management and resilience 

process. 
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Step Stage Key Risk Management Action Expected Outcome 

1 Identify 
Identify the nature, source, drivers, and 

potential consequences of the risk. 

A clear understanding of the risk 

and the objectives that may be 

affected. 

2 Quantify 

Estimate the potential financial, 

operational, regulatory, and reputational 

exposure. 

A measurable view of the potential 

loss or impact. 

3 Assess 

Compare the exposure with the 

organisation’s risk appetite and risk 

capacity. 

Clear determination of the level of 

risk the organisation can and is 

willing to accept. 

4 Mitigate 

Apply controls and other measures to 

prevent the risk or reduce its likelihood and 

impact. 

Reduction in the underlying 

exposure before considering risk 

transfer. 

5 Retain 

Determine the portion of the remaining 

exposure that the organisation can 

reasonably absorb. 

A clearly defined and approved 

retained risk. 

6 Transfer 

Transfer the appropriate portion of the 

residual exposure through suitable 

mechanisms. 

Reduced financial or operational 

impact on the institution if the risk 

materialises. 

7 Validate 

Assess the counterparty’s capacity, 

contractual enforceability, coverage 

adequacy, exclusions, limits, and 

conditions. 

Assurance that the proposed 

protection is reliable and capable 

of responding when required. 

8 Document 

Clearly document the rights, obligations, 

limits, triggers, exclusions, responsibilities, 

and recovery procedures. 

Clear accountability and reduced 

potential for disputes or gaps in 

protection. 

9 Test 
Stress-test the arrangement against severe 

but plausible scenarios. 

Identification of weaknesses, 

coverage gaps, and potential 

failure points before an actual 

event. 

10 Monitor 

Continuously monitor the transferred 

exposure, retained exposure, counterparty 

strength, coverage, expiry dates, and 

residual risk. 

Early identification of 

deterioration, emerging gaps, or 

changes requiring action. 

11 Recover 

Activate the relevant protection and 

recovery arrangements when a loss or 

disruption occurs. 

Timely recovery of eligible losses 

and restoration of critical 

operations. 
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Step Stage Key Risk Management Action Expected Outcome 

12 Learn 

Review the event, recovery process, 

performance of the transfer arrangement, 

and lessons learned. 

Strengthened controls, improved 

risk-transfer arrangements, and 

enhanced organisational resilience. 

 

 CONCLUSION 

Risk transfer is an important component of enterprise risk management and business resilience. 

Its purpose is not to eliminate every exposure, but to allocate risk deliberately so that the institution 

can pursue its objectives within approved appetite and capacity. 

The objective is to determine: 

• What should we avoid? 

• What should we mitigate? 

• What should we retain? 

• What should we transfer? 

• And what residual exposure can we safely carry? 

Effective risk transfer requires more than a policy, guarantee or contract. It requires accurate 

exposure measurement, appropriate risk appetite, sound mitigation, credible counterparties, 

enforceable documentation, adequate protection, reliable recovery mechanisms and continuous 

monitoring. The real test is whether, when a risk crystallises, the institution can access the 

protection, absorb the remaining loss, maintain critical operations and continue pursuing its 

strategic objectives. 

If the answer is yes, risk transfer is contributing to resilience. 

If the answer is no, the institution may have transferred risk contractually but not created 

meaningful risk capacity. The future of risk management requires a shift from risk avoidance to 

risk intelligence, from protection to preparedness, and from defensive transfer to strategic 

enablement. The strongest risk managers help their institutions understand how much risk they 

can take, retain and transfer—and how to remain standing when the unexpected occurs. 

 

“If the risk crystallises tomorrow, have we designed the institution to survive it?” 

If the answer is only “We have insurance,” the risk management response is incomplete. 

If the answer is “We know our exposure, we have reduced what we can, transferred what we 

should, retained what we can absorb, tested the residual exposure and have a recovery plan,” then 

the institution has moved from simply managing risk to engineering resilience and creating risk 

capacity. 

“Do not build a business that survives because nothing goes wrong; build one that remains 

standing because, when things go wrong, no single risk is powerful enough to decide its future.” 

Elizabeth Anaba 
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25-SLIDE TRAINING DECK: PRACTICAL RISK TRANSFER SOLUTIONS 

OPENING AND CORE CONCEPTS — SLIDES 1–5 

Slide On-screen content Visual and animation Participant 

engagement 

1. Title Practical Risk Transfer 

Solutions for 

Strengthening Business 

Resilience 

Theme: Creating Risk 

Capacity for Strategic 

Initiatives 

Mrs. Elizabeth Anaba | 

CILRM CPD | 26 

September 2026 

Dark-blue financial 

network with one 

protected institution at 

the centre. Fade in title, 

theme and presenter in 

sequence. 

Opening question: 

“What single risk 

could most threaten 

your institution’s 

survival?” 

2. Why This 

Matters 

Risk-taking enables 

growth. 

Unmanaged downside 

threatens survival. 

The goal is not zero risk—

it is sufficient risk capacity. 

Balance scale: Strategic 

Opportunity versus 

Downside Exposure. 

Reveal each statement on 

click. 

Show of hands: “If a 

major risk 

crystallised 

tomorrow, are you 

fully ready?” 

3. Learning 

Outcomes 

By the end, participants 

will be able to: 

• distinguish mitigation 

from transfer; 

• quantify retained, 

transferred and residual 

exposure; 

• evaluate counterparties 

and protection; 

• select practical transfer 

mechanisms; 

• apply the resilience 

framework. 

Five outcome icons 

appear clockwise around 

“Risk Capacity.” 

Ask participants to 

select the outcome 

most relevant to their 

role. 

4. What Is 

Risk 

Transfer? 

Deliberate allocation of an 

agreed portion of a risk’s 

financial, contractual or 

economic consequences to 

another party. 

The risk does not 

disappear. 

Animate part of a loss 

block moving from the 

institution to a 

counterparty; leave the 

residual block visible. 

Myth or fact: “Once 

risk is transferred, 

the institution has no 

further exposure.” 
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5. Mitigate, 

Retain, 

Transfer 

IDENTIFY → 

MITIGATE → RETAIN 

→ TRANSFER → 

MONITOR 

Transfer complements 

strong controls; it never 

replaces them. 

Build the five-stage 

pathway one arrow at a 

time. 

Ask participants to 

arrange the five 

stages before the 

sequence is revealed. 

 

RISK CAPACITY AND PRACTICAL SOLUTIONS — SLIDES 6–10 

Slide On-screen content Visual and 

animation 

Participant 

engagement 

6. Risk 

Appetite 

versus Risk 

Capacity 

Risk appetite: risk the 

institution is willing to 

accept. 

Risk capacity: maximum 

risk it can absorb without 

threatening viability. 

Transfer can close the gap. 

Two concentric 

gauges; animate 

appetite first, 

capacity second, then 

show the gap. 

Ask: “Can an 

institution have 

appetite for an 

opportunity but 

insufficient 

capacity?” 

7. Creating 

Capacity for 

Strategy 

Lending growth • Digital 

transformation • New 

products • Market expansion 

• Acquisitions • Outsourcing 

• Infrastructure • Treasury 

initiatives 

Eight initiative icons 

orbit a central shield 

labelled “Risk 

Capacity.” 

Rapid poll: Which 

initiative creates the 

greatest pressure in 

your institution? 

8. The Risk-

Transfer 

Decision 

1. Quantify downside. 

2. Compare with appetite and 

capacity. 

3. Apply mitigation. 

4. Define retention. 

5. Transfer excess. 

6. Validate and monitor. 

Decision funnel 

narrows from gross 

exposure to residual 

exposure. 

Ask participants 

what evidence they 

would require before 

approving transfer. 

9. The 

Transfer 

Toolkit 

Insurance • Guarantees • 

Collateral • Syndication • 

Risk participation • 

Indemnities • Performance 

bonds • Outsourcing terms • 

Hedging 

Toolkit opens; each 

mechanism appears 

as a labelled tool. 

Invite participants to 

match one 

mechanism to credit, 

cyber, operational 

and market risk. 

10. 

Insurance: 

Test policy limit, deductible, 

sublimits, exclusions, 

conditions, waiting period, 

Umbrella graphic 

with visible holes 

labelled “exclusions,” 

Coverage detective: 

Which terms could 
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Coverage Is 

Not Recovery 

claims process and recovery 

time. 

Measure the coverage gap. 

“deductible” and 

“sublimit.” 

prevent full 

recovery? 

 

 

STRUCTURING AND VALIDATING TRANSFER — SLIDES 11–15 

Slide On-screen content Visual and 
animation 

Participant 
engagement 

11. Guarantees 
and Collateral 

Guarantee: assess 
strength, enforceability, 
validity, claim conditions 
and recovery timing. 
Collateral: assess market 
value, haircut, forced-sale 
value, perfection and net 
recovery. 

Split screen: 
guarantee 
document and 
collateral asset. 
Reveal validation 
checks as ticks. 

Choose the stronger 
protection: high 
nominal value or 
clear enforceable 
recovery? 

12. Syndication 
and Risk 
Participation 

Distribute large exposures 
to reduce concentration 
and create capacity. 
Define allocation, security 
sharing, voting, default, 
recovery, information and 
exit rights. 

One large exposure 
divides among 
several institutions. 

Three groups 
represent lead 
lender, participant 
and borrower; each 
names its greatest 
concern. 

13. Contractual 
Transfer 

Review liability, indemnity, 
service levels, insurance, 
continuity, data protection, 
incident notification, audit, 
termination and exit terms. 
Clarity + enforceability + 
counterparty capacity. 

Contract clauses 
illuminate one by 
one; weak clauses 
turn red. 

Ask: “Which clause is 
most often 
overlooked in vendor 
contracts?” 

14. Outsourcing: 
Transfer or 
Dependency? 

Accountability remains 
with the institution. 
Test due diligence, SLAs, 
indemnity, continuity, 
alternative providers and 
exit strategy. 
If the provider fails 

Provider icon 
disconnects; backup 
route activates. 

Red–amber–green 
response to the 
failure question. 
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tomorrow, can we 
continue? 

15. Residual Risk 
Waterfall 

Gross exposure 
– mitigation 
– transferred exposure 
= retained and residual 
exposure 
Is the remainder within 
capacity? 

Animated waterfall 
with ₦ values and a 
capacity threshold 
line. 

Participants estimate 
the residual exposure 
before the answer 
appears. 

 

RESILIENCE, GOVERNANCE AND PERFORMANCE — SLIDES 16–20 

Slide On-screen content Visual and 
animation 

Participant 
engagement 

16. 
Counterparty 
Risk 

Protection is only as strong as 
the provider. 
Assess financial strength, 
liquidity, capital, 
creditworthiness, regulatory 
standing, claims capacity, 
resilience, concentration and 
performance. 

Counterparty 
scorecard builds 
from red to green. 

Debate: Should the 
lowest-priced weak 
provider ever be 
selected? 

17. The 
Resilience 
Chain 

PREVENT → DETECT → 
RESPOND → CONTINUE → 
TRANSFER → RECOVER → 
LEARN 
Risk transfer finances eligible 
loss; resilience keeps critical 
operations running. 

Seven linked gears 
rotate in sequence 
around “Critical 
Services.” 

60-second tabletop: 
a payment platform 
fails—who acts first 
and what must 
continue? 

18. 
Governance 
and 
Ownership 

Board oversight • Executive 
accountability • Risk 
assessment • Finance and 
Treasury • Legal • Procurement 
• Business ownership • Internal 
Audit assurance 
No single function should 
decide, buy, approve and 
monitor. 

Governance 
wheel; roles 
appear around the 
arrangement. 

Participants allocate 
four responsibilities 
to the correct 
functions. 
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19. Is It 
Working? 

Coverage adequacy • Retention 
ratio • Recovery rate • 
Settlement time • Coverage 
gap • Counterparty 
concentration • Expiry • Cost-
effectiveness 

Dashboard dials 
animate one by 
one; final indicator 
shows residual risk 
versus capacity. 

Vote: Which metric 
best proves transfer 
effectiveness? 
Discuss why one 
metric is insufficient. 

20. Common 
Failure Points 

Unquantified exposure • Weak 
controls • Inadequate limits • 
Weak counterparty • 
Ambiguous contract • Poor 
claims evidence • Expired 
protection • Concentration • 
Delayed recovery • No 
contingency 

Red failure cards 
flip to green 
corrective actions. 

Each table receives 
one failure point and 
proposes the 
practical solution. 

 

APPLICATION AND CLOSE — SLIDES 21–25 

Slide On-screen content Visual and 
animation 

Participant 
engagement 

21. Case 
Study: 
Creating 
Credit 
Capacity 

₦2bn SME portfolio 
Severe loss: ₦600m 
Retention capacity: ₦200m 
Capacity gap: ₦400m 
Layer underwriting, collateral, 
guarantees, 
insurance/participation and 
diversification. 

Exposure stack 
reduces layer by 
layer until 
residual risk falls 
below the 
capacity line. 

Groups design a 
structure for the 
₦400m gap and 
defend their choices. 

22. Case 
Study: Cyber 
Resilience 

Prevention • Detection • 
Response • Continuity • Transfer 
• Recovery • Learning 
The institution must continue 
operating before insurance 
proceeds arrive. 

Cyberattack 
travels through 
seven defence 
rings; each ring 
activates on click. 

Teams list the first 
three actions after a 
major cyber incident. 

23. Risk-
Transfer 
Maturity 

Level 1: Reactive 
Level 2: Compliant 
Level 3: Integrated 
Level 4: Strategic 
Where is your institution 
today? 

Four-step 
staircase rises to 
“Strategic 
Enabler.” 

Private self-
assessment; each 
participant notes one 
action required to 
move up a level. 
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24. 
Integrated 
Framework 

Identify → Quantify → Assess → 
Mitigate → Retain → Transfer → 
Validate → Document → Test → 
Monitor → Recover → Learn 

Twelve-stage 
circular 
framework builds 
clockwise and 
returns to 
Identify. 

Recall challenge: 
participants name 
the stages before 
they are revealed. 

25. Engineer 
Resilience 

Know the exposure. 
Reduce what you can. 
Retain what you can absorb. 
Transfer what you should. 
Test recovery. 
Keep the institution standing. 
 
“If the risk crystallises tomorrow, 
have we designed the institution 
to survive it?” 

Final shield locks 
around the 
institution; 
closing words 
appear one line at 
a time. 

30-day commitment: 
every participant 
writes one action to 
implement and three 
volunteers share 
theirs. 

 


